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Abstract—Autonomous vehicle (AV) perception systems remain
vulnerable to failures that current anomaly detectors can flag
but cannot trace to a specific component; an attribution gap
that impedes forensics and emerging transparency mandates like
the EU AI Act. We introduce a unified framework comprising
MIRAGE and CLEAR. MIRAGE (MUTCD-Informed Realistic
Anomalous Generation Engine) integrates 48,022 real-world driv-
ing scenes from nuScenes, Waymo Open, and Argoverse 2 with
structured rules from the Manual on Uniform Traffic Control De-
vices (MUTCD), generating 5,847 annotated anomalous scenarios
with known module-level ground truth across four violation
types: direct, subtle, contextual, and environmental. This data
powers CLEAR, a hierarchical three-layer LLM pipeline that
detects anomalies, classifies violations, and attributes failures
to Traffic Sign Recognition (TSR), Automated Lane Centering
(ALC), or Object Detection (OD) with interpretable justifications.
Confidence-gated propagation and schema-constrained outputs
prevent error cascades and minimize hallucinations. CLEAR
achieves 95.2% detection accuracy, 62.3% classification accuracy,
and 84% attribution accuracy on direct TSR violations. A Top-
2 evaluation paired with per-module confidence analysis raises
overall attribution to 74.6%, confirming that apparent misat-
tributions largely reflect the multi-module nature of anomaly
types rather than reasoning failures. These results show that
grounding LLM reasoning in structured traffic regulations en-
ables reliable, interpretable forensics for AV perception systems,
offering a practical path toward auditable, regulation-compliant
safety analysis. The code for this work is available at https:
//github.com/David-FR/MIRAGE CLEAR.

Index Terms—Autonomous vehicles, anomaly detection, com-
ponent attribution, explainable AI, safety analysis, regulatory
compliance.

I. INTRODUCTION

Autonomous vehicles (AVs) depend on perception sys-
tems to interpret their environment and navigate safely [1].
Deep neural networks (DNNs) typically drive these systems,
supporting essential functions like traffic sign recognition
(TSR), automated lane centering (ALC), and object detection
(OD) [2]. Although these networks perform well under normal
conditions [3], they remain vulnerable to adversarial examples.
These subtle perturbations, such as modified traffic signs or
altered lane markings, are often imperceptible to humans but
can result in critical perception failures [4], [5].

Recent accident data highlights the severity of these vulner-
abilities. Statistics from the National Highway Traffic Safety
Administration (NHTSA) Standing General Order show that

TABLE I: Comparison of existing approaches with CLEAR
across four criteria: anomaly detection, component attribution,
explainability, and regulatory compliance. CLEAR uniquely
supports all dimensions in a unified pipeline.

Approach Anomaly
Detection

Component
Attribution

Explain-
ability

Regulatory
Compliance

Statistical Methods [11]
Deep Learning AD [12]
Rule-based Systems [13]
Vision-Language Models [14]
Counterfactual Analysis [15]

CLEAR

crashes involving Level-2 Advanced Driver-Assistance Sys-
tems (ADAS) increased from 1,612 between July 2021 and
July 2024 to 2,359 by April 2025 [6], [7]. While perception
failures caused 17% of AV disengagements, only 4% included
clearly identified causes [8]. This attribution gap impedes
post-incident forensics, delays safety interventions, and ob-
structs systematic upgrades to AV perception stacks.

Concurrently, the regulatory landscape is shifting toward
strict accountability. Frameworks such as the EU AI Act
(2024/1689) [9] and the NHTSA AV STEP proposal [10]
mandate transparency in high-risk AI systems by empha-
sizing subsystem observability. Consequently, generic high-
level alerts are insufficient. Regulators now require the precise
identification of the failed component and the failure rationale.
However, in modular AV stacks, observable symptoms rarely
localize to a single module. A failure to stop might originate
from OD localization errors, TSR misclassification, or ALC
context misinterpretation. As summarized in Table I, existing
statistical [11], deep learning [12], and rule-based [13] meth-
ods effectively detect anomalies but fail to isolate the respon-
sible submodule or provide regulatory-aligned explanations.

This attribution gap is not a simple oversight in previous
research; rather, it reflects a fundamental structural challenge.
In modular AV perception systems, core subsystems such as
TSR, ALC and OD are closely linked through shared sensor
data and overlapping features. When an environmental con-
dition such as fog degrades a scene, it simultaneously affects
the TSR’s contrast sensitivity, ALC’s edge detection and OD’s
depth estimation. Because every component is affected, it is

https://github.com/David-FR/MIRAGE_CLEAR
https://github.com/David-FR/MIRAGE_CLEAR


MIRAGE Scene Data Collection

MUTCD-Informed 
Realistic Anomalous 
Generation Engine

MUTCD Integration

Semantic Embedding

Anomalous Dataset Generation

Structured 
Scenarios

DSL
Layer 1: DetectionCLEAR

Component-Level 
Explainable Anomaly 
Reasoning

Layer 2: Classification

Layer 3: Attribution

Multi-Layer Reasoning Analysis

Fig. 1: Overview of our two-part system: MIRAGE constructs a policy-grounded dataset by injecting MUTCD-aligned anomalies
into diverse driving scenes; CLEAR is a multi-layer reasoning pipeline that detects anomalies, classifies violation types, and
attributes them to specific AV perception modules using interpretable LLM-generated reasoning.

inherently difficult to isolate a single primary source of failure.
To bridge this gap, we introduce a unified framework,

illustrated in Figure 1, that integrates policy-grounded dataset
generation with reasoning-based attribution:
Dataset Generation (MIRAGE). We develop the MUTCD-
Informed Realistic Anomalous Generation Engine. MIRAGE
synthesizes 48,022 scenes by injecting targeted anomalies
into real-world data (nuScenes [16], Waymo [17], Argov-
erse2 [18]). It aligns unstructured visual scenes with structured
rules from the Manual on Uniform Traffic Control Devices
(MUTCD) [19] to ensure anomalies have a traceable ground-
truth mapping to specific perception modules (see Figure 2).
Reasoning Framework (CLEAR). We present Component-
Level Explainable Anomaly Reasoning. CLEAR (Figure 3)
is a three-stage LLM-based pipeline that detects anomalies,
classifies violation types, and attributes failures to specific
modules (TSR, ALC, or OD). While individual layers utilize
established chain-of-thought prompting [20], our technical
contribution lies in the architecture rather than the prompt-
ing technique. Unlike single-stage methods [15] that merge
detection and attribution, our hierarchical design introduces
confidence-gated propagation, which halts reasoning when
confidence drops to prevent error cascades, and task-specific
schema constraints, which restrict outputs to fixed taxonomies
to minimize hallucinations in reasoning descriptions.

We evaluated our system across 5,847 annotated anomalies.
CLEAR achieves 95.2% detection accuracy and 62.3%
violation classification accuracy. For component attribution,
which no prior method achieves, CLEAR reaches 84% ac-
curacy on direct TSR violations, the most relevant category
based on the dataset. While strict single-module attribution
accuracy is 41.7%, a Top-2 evaluation paired with per-module
confidence analysis raises this to 74.6% overall and 75.0% for
environmental violations. The correlation between confidence
distribution and recovery rate across violation types confirms
that apparent misattributions largely reflect the multi-module
nature of anomaly types rather than reasoning failures. CLEAR
is designed for offline forensic applications, including post-
incident analysis, validation pipelines, and regulatory audits,
therefore interpretability and regulatory traceability are priori-
tized over real-time latency. Our contributions are as follows:k

• Policy-anchored dataset construction. We propose MI-
RAGE, a novel pipeline that generates driving scenarios

with annotated, component-specific perception anomalies
grounded in MUTCD rules and real-world sensor data.

• Attribution-focused reasoning architecture. We design
CLEAR, a hierarchical reasoning pipeline that decom-
poses anomaly analysis into detection, regulatory classi-
fication, and component attribution.

• Empirical validation and deployment analysis. We
demonstrate that CLEAR satisfies detection, attribution,
explainability, and compliance criteria where existing
prompt-based and counterfactual methods fall short.

II. RELATED WORK

The safety, robustness, and explainability of autonomous
vehicle (AV) perception systems have been extensively stud-
ied. We examine AV perception safety across four critical
dimensions: adversarial robustness, anomaly detection, neuro-
symbolic reasoning, and regulatory compliance.
Adversarial Vulnerabilities in Perception. Perception mod-
ules (TSR, ALC, OD) remain susceptible to adversarial per-
turbations ranging from physical stickers [4], [21], [22] and
lane spoofing [23] to spatial-temporal camouflage [24]. While
defensive strategies like adversarial training exist [25], they
are predominantly reactive. Crucially, these defenses lack the
diagnostic granularity to identify specific failing subsystems
which is a prerequisite for regulatory compliance.
Anomaly Detection and the Attribution Gap. Current
anomaly detection relies on statistical deviations [11], learned
representations [26], or rule-based logic [12]. However, these
approaches exhibit a fundamental attribution gap. Statistical
methods treat the perception stack as a monolithic black box,
while deep learning representations mix features across mod-
ules which renders attribution impossible. Similarly, heuristic
rules fail to generalize across combinatorial real-world scenar-
ios [27]. Consequently, existing pipelines detect that a failure
occurred but fail to localize where. Because of this gap, exist-
ing anomaly detection methods can only be compared using
binary detection metrics. No prior work provides component-
level attribution results (see Table I); therefore, CLEAR’s
contribution of identifying the specific perception module that
failed cannot be benchmarked against existing methods.
Component-Level Attribution. Recent work [15] targets
component-level attribution via counterfactual causality analy-
sis. This approach requires idealized ground-truth components



MIRAGE: MUTCD-Informed Realistic Anomalous Generation Engine
1 2VLM: Image 

Description 4VILA Scene 
Description Semantic Embedding 

Comparison
Argoverse

nuScenes


Waymo

ImgDesc2ImgDesc1

Embeddings Rule1 Rule3

ImgDesc3 ImgDesc4

Rule2 Rule4

all-MiniLM-L6-v2

Semantic Matching

5

Anomaly 
Generation

LLM:

3

Embeddings
MUTCD

Scene Analysis & Rule Extraction

Structured 
regulations

Rules:

Generation

DSL
Structured 
Scenarios

Fig. 2: MIRAGE framework: From real-world AV datasets (nuScenes, Waymo, Argoverse2), MIRAGE extracts scenes and
annotates them with MUTCD-aligned regulatory violations using semantic embeddings and vision-language models (VLMs).
Each scene is paired with structured DSL outputs and known component-level anomaly ground truth.

substitutes. For example, these methods might replace a real
TSR module with a perfect module to determine if system fail-
ures persist. However, this substitutes are unavailable in real-
world perception data from production AV systems. CLEAR
instead operates on observational data that does not require
a simulation environment, making it suitable for forensic
analysis of actual deployments.
LLMs and Regulatory Alignment. Frameworks such as the
EU AI Act [9] and NHTSA’s AV STEP [10] mandate subsys-
tem observability and traceability. While LLMs demonstrate
utility in transparency-critical domains via chain-of-thought
reasoning [20], current Vision-Language Models (VLMs) de-
scribe scenes without structured diagnostic capabilities [28]–
[30]. Furthermore, most XAI methods explain decisions with-
out localizing failure sources [31]. CLEAR addresses this by
leveraging the MIRAGE dataset to embed MUTCD-aligned
regulatory logic into the diagnostic process, unifying detection,
attribution, and compliance in a single framework.

III. BACKGROUND

To support interpretable attribution of perception anoma-
lies, we review the architecture of AV perception systems,
regulatory standards that govern their behavior, and emerging
reasoning techniques for structured, safety-critical diagnostics.
AV Perception Architecture. Modern AVs use a modular
perception stack, where specialized subsystems process sensor
data to construct a coherent understanding of the driving
environment. We focus on three perception modules [32]:

• Traffic Sign Recognition (TSR): identifies regulatory
signage and triggers control actions such as braking.

• Automated Lane Centering (ALC): delineates lane
boundaries via semantic segmentation for lateral control.

• Object Detection (OD): localizes obstacles by fusing
sensor data to enable collision avoidance.

While efficient, this modularity introduces vulnerabilities.
Recent work has shown that anomaly detection systems can

be compromised through sophisticated attacks [33]. Thus,
component-level attribution is essential for identifying the
source of perception failures and enabling effective diagnos-
tics, safety validation, and regulatory compliance.
Regulatory Ground Truth: MUTCD Rule Taxonomy. The
Manual on Uniform Traffic Control Devices (MUTCD) de-
fines the national standard for traffic signs, signals, and
road markings in the US [19]. MUTCD rules fall into four
categories: Standard rules are legally mandatory and must
always be followed (e.g., stopping at a red light); Guidance
rules represent recommended practices that encourage safety
or consistency, subject to engineering judgment; Option rules
permit flexible actions based on situational context (e.g.,
placement of warning signs); and Support rules provide non-
binding contextual information with no regulatory force. These
categories serve as the foundation for our framework, allowing
violations to be interpreted in a policy-aligned context.
LLMs for Structured Reasoning. LLMs such as GPT-4 and
Phi-4 demonstrate state-of-the-art capabilities in contextual
reasoning, logical inference, and explanation generation. Un-
like conventional DNNs, which often produce opaque out-
puts, LLMs are capable of articulating their decision-making
processes. This makes them particularly well-suited for post-
hoc diagnostics in safety-critical domains. Techniques such as
Chain-of-Thought (CoT) prompting [20] and self-consistency
decoding [34] significantly enhance LLM reasoning fidelity.
In autonomous driving, CoT-style decomposition has been
adopted for real-time decision-making: DriveCoT [15] decom-
poses perception into sub-tasks whose intermediate outputs
feed a final planning decision, while DriveGPT4 [35] em-
ploys multimodal LLMs to provide step-by-step justifications
grounded in visual input. CLEAR extends this principle to
offline forensic analysis, where each reasoning layer (detection
→ classification → attribution) produces structured outputs
grounded in regulatory standards. These capabilities are lever-
aged in our framework to generate structured reasoning chains
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Fig. 3: CLEAR’s hierarchical reasoning framework: Layer 1 detects potential anomalies, Layer 2 classifies the type of violation,
and Layer 3 attributes the anomaly to specific AV perception components (TSR, ALC, OD). Each step provides interpretable
reasoning with confidence scores.

that explain both the nature and source of anomalies.
Semantic Embedding for Rule Matching. To align textual
scene descriptions with relevant MUTCD rules, our framework
employs semantic embedding techniques. Semantic embed-
ding models enable efficient comparison of textual content
based on meaning rather than surface-level keyword over-
lap. These models map both scene narratives and regula-
tory texts into high-dimensional vector spaces, preserving
meaning through geometric similarity. Cosine similarity is
used to identify the most relevant rules for a given scene.
We leverage a combination of pretrained sentence encoders
(e.g., all-MiniLM-L6-v2 [36]), keyword-extraction meth-
ods (e.g., KeyBERT [37]), and LLM-derived semantic an-
chors, i.e., textual templates or keyphrase vectors generated by
prompting LLMs, to enhance context-aware alignment. Scene
descriptions are extracted using a VLM such as GPT-4V,
which translates multimodal input (e.g., a traffic scene image)
into structured, natural language narratives. This semantic
alignment enables precise mapping from scene understanding
to rule violations and component-level fault tracing.

IV. THREAT MODEL

We consider a realistic adversarial setting in which attackers
induce failures in AV perception systems by modifying ele-
ments of the driving environment. The attacker has no access
to the vehicle’s internal software stack, perception models, or
sensor configurations, but can manipulate external stimuli to
exploit vulnerabilities in specific perception modules.
Attacker Goals. The adversary aims to cause specific failures
that meet four conditions: 1) Stealth. Modifications must
be unnoticeable to humans to avoid detection. 2) Targeted
Misperception. The attack causes a specific module (TSR,
ALC, or OD) to make incorrect predictions. 3) Cross-Module
Evasion. The attack affects only the targeted module without
impacting others. 4) Regulatory Ambiguity. The attacker uses
legally valid but confusing designs, such as unusual fonts, that
comply with regulations but confuse the perception system.

Adversarial Capabilities. We assume the attacker operates
with the following limits: 1) Physical Access. The attacker
modifies physical objects like signs or lane markings using
stickers or paint. We assume physical changes remain a viable
threat even if digital patches are detectable. 2) Semantic
Crafting. Modifications follow MUTCD standards for shape
and color but include small deviations that degrade machine
performance. 3) Black-Box Knowledge. The attacker does not
know specific model parameters but understands the general
system architecture and its weaknesses.
Assumptions and Constraints. To ensure realism, we apply
the following conditions: 1) Regulatory Plausibility. All mod-
ifications must appear to be valid traffic control devices to
a human inspector. 2) Observational Independence. We treat
TSR, ALC, and OD as separate observational units. We at-
tribute errors based on the visible output of each module rather
than analyzing internal feature dependencies. This aligns with
regulations that focus on observable system behavior rather
than internal architecture. 3) Sensor Visibility. Modifications
must be within the standard field of view and resolution of the
sensors. 4) Immutable Reasoning. The attacker cannot tamper
with the LLM reasoning engine or the external regulatory
database. 5) Temporal Stability. Modifications must last long
enough to be processed by the vehicle’s sensor fusion system.

V. MIRAGE AND CLEAR: ATTRIBUTION-READY
DATASET AND REASONING FRAMEWORK

This section introduces a unified two-phase framework
for interpretable, component-level failure attribution in AV
perception. We combine regulatory alignment with structured
reasoning for traceable, policy-aware analysis. MIRAGE is
a dataset construction pipeline of driving scenarios annotated
with policy-grounded traffic control violations. Each scenario
is semantically linked to the MUTCD and organized for tar-
geted analysis of perception module behavior, under realistic
conditions. CLEAR is a hierarchical reasoning framework
powered by LLMs, designed to detect anomalies, classify



This scene is in the United States. 

Describe it in less than 120 characters. 

Pay special attention to traffic control 
elements like
- Road type (highway, urban street, etc.)
- Lane markings (solid, dashed, color)
- Traffic signs (type, placement, …)
- Traffic control devices (signals, lights,…)
- Crosswalks or pedestrian infrastructure
- Speed indicators (if visible)
- Time of day
- Weather conditions that affect visibility.

Do NOT describe vehicles, pedestrians, or 
other objects unless they directly interact 
with traffic control elements.

Format your response in a clear comma 
separated list.

Ensures descriptions follow US traffic standards (MUTCD) 
rather than international variations. Critical for your CLEAR 
framework's regulatory compliance analysis.

Without this restriction the model includes irrelevant details 
that introduced noise in semantic embedding space.

Each element corresponds to specific MUTCD rule 
categories and maps to your three perception modules (TSR, 
ALC, OD). This structured focus enables systematic 
component-level attribution in the CLEAR framework.

Without this constraint, the description focused on vehicles 
or pedestrians, rather than infrastructure, which reduced 
semantic matching with the MUTCD rules.

Consistent formatting is crucial for the framework 
automation. Variations in description introduced parsing 
errors that propagate the anomaly generation process. 

Fig. 4: Prompt used with the VILA VLM to extract concise,
regulation-relevant descriptions of AV driving scenes. Focus
is on infrastructure elements affecting traffic compliance.

violation types, and attribute perception errors to specific AV
subsystems with interpretable justifications.

Together, MIRAGE and CLEAR form the first integrated
system for regulatory-aligned, component-level diagnostic rea-
soning in AV perception. Critically, the LLM serves merely
as a reasoning engine within our architecture, similar to
how CNNs serve as feature extractors in object detection.
The system’s value emerges from the end-to-end framework.
Direct prompting without our semantic alignment and dataset
generation would not achieve the same attribution accuracy,
demonstrating that component attribution requires architectural
innovation beyond prompt engineering.

A. MIRAGE: Dataset Generation and Regulatory Grounding

MIRAGE is a purpose-built dataset designed to enable
traceable and interpretable attribution of AV perception fail-
ures. As illustrated in Figure 2, its construction follows a
four-phase pipeline: (1) scene collection and filtering, (2)
regulatory rule extraction, (3) semantic matching, and (4)
violation grounding and annotation.
1 Scene Collection and Filtering. We extract driving

scenes from three diverse AV datasets: nuScenes [16], Waymo
Open [17], and Argoverse 2 [18], chosen for their geographic,
infrastructural, and regulatory variance:

• nuScenes: Urban scenes from Boston and Singapore,
capturing dense intersections (TSR-heavy).

• Waymo: Urban/suburban settings from Phoenix, San
Francisco, and Mountain View.

• Argoverse 2: Complex road networks across Detroit,
Miami, and Pittsburgh, relevant to OD and ALC.

To ensure compatibility with the U.S. MUTCD, only U.S.-
based scenes are retained. We downsample sequences from
10–20 Hz to 5 Hz to reduce temporal redundancy while
preserving key semantic changes. The final dataset contains
48,022 images: 3,728 from nuScenes, 36,290 from Waymo,
and 8,004 from Argoverse 2.
2 Scene Description via Vision-Language Models. We

employ VILA [38] VLM, to extract textual descriptions of

each scene focused on regulatory-relevant features (e.g., signs,
road markings). As illustrated in Figure 4, a prompt is crafted
to ignore non-essential elements in the scene and include all
elements that can be referenced in the MUTCD.
3 Regulatory Rule Extraction. To support policy-grounded

diagnostics, we convert the MUTCD sections into a structured
JSON rule base (shown in Listing 1) through a multi-step
extraction process illustrated in Figure 5. First, we parse
section headers and rule boundaries to isolate individual
regulations; an example (Rule 2B.04) is shown in Figure 6.
Each rule is then classified by type (Standard, Guidance, etc.),
with priority given to safety-critical constraints. Atomic rules
are extracted from numbered paragraphs and augmented with
semantic keywords using both KeyBERT [37] and LLM-based
keywording (Phi-4) to support embedding and retrieval:

The result is a searchable regulatory knowledge base com-
patible with natural language scene descriptions.

1 {
2 "rule_id": "2B.04-S01",
3 "section": "2B.04 STOP Sign (R1-1) and ALL-WAY

Plaque (R1-3P)",
4 "type": "Standard",
5 "paragraph_num": "01",
6 "text": "A full stop is always required on an

approach to an intersection, a STOP (R1-1)
sign (Figure 2B-1) shall be used.",

7 "keywords": ["stop", "sign", "intersection"],
8 "keywords_embeddings": [0.73, 0.12, 0.09, ...]
9 }

Listing 1: Structured JSON representation of MUTCD section.

4 Semantic Matching. We compute scene-to-rule alignment
using cosine similarity between embeddings generated via
all-MiniLM-L6-v2. We evaluate different representations
(full-text, KeyBERT keywords, LLM keywords) and select the
top-k most relevant rules per scene that exceed a similarity
threshold. To determine the optimal threshold, we conducted
an ablation study across values from 0.50 to 0.80 (Table II).
We found that lower thresholds (0.50–0.60) introduce sig-
nificant noise (up to 9.3 rules per scene), whereas higher
thresholds (0.70–0.80) cause substantial coverage loss. A
threshold of 0.65 achieves the optimal trade-off: scenes receive
an average of 2.4 matched rules with 0.712 average similarity,
while only 18.6% of scenes lack matches. This configuration
ensures sufficient rule coverage for the CLEAR reasoning
pipeline while maintaining strong semantic alignment between
scene descriptions and regulatory text.
5 Anomaly Generation MIRAGE integrates regulatory

semantics with diverse driving contexts to enable structured
attribution. Each annotated violation is explicitly linked to
the affected perception subsystem, e.g., sign visibility for
TSR, lane integrity for ALC, and occlusions for OD. This
systematic injection of MUTCD-grounded anomalies creates a
benchmark where ground-truth attribution is verifiable against
legal standards rather than subjective labels, establishing a new
paradigm for safety-critical AI evaluation.
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B. CLEAR: Layered LLM-Based Reasoning Pipeline

CLEAR is a hierarchical, interpretable reasoning system
designed to attribute anomalies in AV perception systems to
specific components. Drawing inspiration from expert diagnos-
tic processes, CLEAR decomposes complex attribution tasks
into three sequential reasoning layers (illustrated in Figure 3):

1 Layer 1 – Anomaly Detection: Determine whether the
scene contains a deviation from regulatory norms.

2 Layer 2 – Violation Classification: Categorize violation
type (e.g., direct, subtle, contextual, or environmental).

3 Layer 3 – Component Attribution: Identify which
perception module (TSR, ALC, OD) impacted and why
CLEAR’s Layer 3 output includes a ranked list of affected
modules with per-module confidence scores, enabling
both strict single-module and relaxed Top-2 evaluation.

Traditional anomaly detectors operate as black boxes, of-
ten yielding opaque decisions with limited interpretability.
CLEAR addresses this limitation by producing structured
outputs, grounded justifications, and confidence scores at every
stage, supporting both technical debugging and regulatory
auditability. CLEAR adheres to three core design goals: Hier-
archical Decomposition: Attribution is broken into logically
dependent subtasks, simplifying complexity. Explainability:
Each layer outputs interpretable natural-language rationales

TABLE II: Ablation study on cosine similarity threshold for
semantic matching between scene descriptions and MUTCD
rules using all-MiniLM-L6-v2 embeddings.

Threshold Avg.
Matches

No
Match (%)

<5
Matches (%)

Avg.
Sim.

0.50 9.3 2.1 12.4 0.587
0.55 6.1 5.8 24.7 0.621
0.60 3.8 12.3 41.2 0.668
0.65∗ 2.4 18.6 52.8 0.712
0.70 1.3 38.4 71.5 0.756
0.75 0.6 61.2 86.3 0.798
0.80 0.2 82.7 94.1 0.836
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    Sect. 2B.04 to 2B.05

Section 2B.04  STOP Sign (R1-1) and ALL-WAY Plaque (R1-3P)
Standard:

01  When it is determined that a full stop is always required on an approach to an intersection, a STOP 
(R1-1) sign (see Figure 2B-1) shall be used.

02  Secondary legends shall not be used on STOP sign faces.
03 The STOP sign shall not be displayed using a changeable message sign.
04  At intersections where all approaches are controlled by STOP signs (see Section 2B.12), an ALL-WAY 

(R1-3P) supplemental plaque (see Figure 2B-1) shall be mounted below each STOP sign. The ALL-WAY 
plaque shall have a white legend and border on a red background.

05  Supplemental plaques with legends such as 2-WAY, 3-WAY, 4-WAY, or other numbers of ways shall not 
be used with STOP signs.
Support:

06  The use of the CROSS TRAFFIC DOES NOT STOP (W4-4P series) and other plaques with variations of this 
legend is described in Section 2C.66.
Guidance:

07  The TRAFFIC FROM LEFT (RIGHT) DOES NOT STOP (W4-4aP) plaque or ONCOMING TRAFFIC DOES 
NOT STOP (W4-4bP) plaque should be used at intersections where STOP signs control all but one approach to 
the intersection, unless the only non-stopped approach is from a one-way street.
Option:

08  The EXCEPT RIGHT TURN (R1-10P) plaque (see Figure 2B-1) may be mounted below the STOP sign if an 
engineering study determines that a special combination of geometry and traffic volumes is present that makes it 
possible for right-turning traffic on the approach to be allowed to enter the intersection without stopping.
Support:

09  The design and application of Stop Beacons are described in Section 4S.05.

Section 2B.05  YIELD Sign (R1-2)
Support:

01  The YIELD sign requires road users to yield the right-of-way to other traffic on certain approaches to an 
intersection or on a two way approach to a one way section of roadway, such as a narrow bridge or underpass. 
Vehicles controlled by a YIELD sign need to slow down to a speed that is reasonable for the existing conditions 
or stop when necessary to avoid interfering with conflicting traffic.
Standard:

02  The YIELD (R1-2) sign (see Figure 2B-1) shall not be displayed using a changeable message sign.

Figure 2B-1.  STOP and YIELD Signs and Plaques

R1-1 R1-2

R1-2bP R1-2cP R1-10P

R1-3P

R1-2aP

Fig. 6: Visual excerpt from MUTCD Section 2B.04: Regula-
tory specifications for STOP and YIELD signs including their
physical standards, placement, and optional supplements.

Scene Description: {scene_description}
Additional Context:
- Road Type: {road_type}
- Lane Markings: {lane_markings}
- Traffic Signs: {traffic_signs}
- Traffic Control Devices: {traffic_control_devices}
- Time of Day: {time_of_day}
- Weather: {weather}
Analyze the scene and provide your response in the
following JSON format: {{ ... }}

Listing 2: CLEAR Layer 1 prompt: identifies regulatory
anomalies within VILA-generated scene descriptions.

alongside structured results. Confidence-Gated Reasoning:
Reasoning halts if a layer’s confidence is below threshold,
mitigating error propagation.

To assess the sensitivity of CLEAR to specific prompt for-
mulations, we evaluated five variations: the baseline (Listings
2, 3, and 4), along with minimal, verbose, reordered, and
paraphrased versions. The results are summarized in Table III.



Performance remained stable within ±1.5% across prompt
variations that preserved semantics. This indicates that the
effectiveness of CLEAR derives from its architecture, rather
than precise phrasing. Consequently, users can adapt prompt
wording to their needs without performance loss.
Layer 1: Anomaly Detection. The LLM analyzes VILA-
generated scene descriptions alongside matched regulatory
context to determine whether a perception-disrupting anomaly
is present. It outputs a binary label (anomaly / no anomaly),
a confidence score, and a rationale. The prompt used for this
layer is shown in Listing 2.

Layer 2: Violation Classification. If an anomaly is
detected, it is categorized into one of four violation classes:

• Direct: Explicit MUTCD violation, for example, a miss-
ing STOP sign or improper placement/mounting.

• Subtle: Low-visibility, such as faded centerlines, worn
crosswalk paint, or partially occluded signs

• Contextual: Violations dependent on dynamic or envi-
ronmental context, for example, school-zone timing or
temporary detours that lack required advance warning

• Environmental: Conditions that impair perception, in-
cluding sun glare, fog, heavy rain, or deep shadows

This categorization informs downstream module attribution
by establishing the nature of perception failure. Listing 3
depicts the detailed prompt used for classification.
Layer 3: Component Attribution. This layer identifies the
affected perception module (TSR, ALC, or OD) based on how
the classified violation would affect sensor interpretation or
downstream decision-making. The output includes the primary
affected module, detailed reasoning with scene evidence, and
descriptions of expected failure modes for each module.
Confidence Thresholds. Each layer outputs a confidence
score c ∈ [0, 1], and reasoning propagates only if the score
exceeds a layer-specific threshold. We employ progressively
higher thresholds, τ1 = 0.70 (detection), τ2 = 0.75 (classifi-
cation), and τ3 = 0.80 (attribution), to reflect increasing con-
sequence severity. The progressive threshold design, requiring
higher confidence at each successive layer (0.70 → 0.75 →
0.80), aligns with safety-critical standards that mandate con-
fidence ≥ 0.80 for high-consequence decisions.

While low-confidence detections can be filtered down-
stream, incorrect attributions compromise regulatory reporting.
These thresholds produce layer-specific rejection rates. Layer 1
filters 4.2% of outputs, typically scenes with ambiguous regu-
latory compliance. Layer 2 filters 8.7% of classifications, most

TABLE III: Per-layer accuracies under different prompt vari-
ants and deviation from the baseline (in %).

Prompt Variant Layer 1 Layer 2 Layer 3 ∆ from Baseline

Baseline 95.2 62.3 41.7 —
Minimal 91.8 54.6 35.2 −6.5 avg
Verbose 94.7 63.1 42.3 +0.3 avg
Reordered 94.9 61.8 40.9 −0.5 avg
Paraphrased 95.0 61.5 41.2 −0.5 avg

commonly for violations that span multiple categories. Layer 3
filters 12.1% of attributions, mostly in multi-module scenarios
where the model cannot isolate a single primary component.
This upward trend in rejection rates is expected because,
as reasoning complexity grows, the model more frequently
signals low confidence rather than producing an unreliable
output. Since CLEAR is intended for offline deployment, these
filtered cases are routed to human analysts for manual review,
which ensures full scenario coverage without sacrificing di-
agnostic reliability. To verify our threshold selection, we ran
1,000 rounds of testing on randomly drawn subsets. Across all
rounds, performance varied by no more than ±0.02 F1 points,
confirming that the chosen thresholds are stable.

CLEAR, when paired with MIRAGE, forms a compre-
hensive system for anomaly detection, classification, and
regulatory-aligned attribution in AV perception. It enables
interpretable diagnostics at the component level, addressing
safety, transparency, and compliance in a unified framework.
We provide the full component attribution prompt in Listing 4.

VI. EXPERIMENTAL EVALUATION

We evaluate the CLEAR+MIRAGE framework across the
three mentioned core tasks in AV perception. Specifically, we
address the technical capability of our framework to correctly
identify which perception module is affected when an anomaly
occurs, and whether the reasoning chains it produces can be
effectively interpreted for system diagnostics and remediation
strategies. To evaluate these capabilities, we structure our
experimental analysis around the following research questions:

• RQ1 – Attribution Accuracy: How reliably can LLMs
localize anomalies to specific AV perception modules?

• RQ2 – Reasoning Quality: Do LLM-generated reason-
ing chains offer interpretable, regulation-aligned justifi-
cations suitable for safety-critical decision-making?

Given that an anomaly has been detected in the
following scenario, classify the type of anomaly
present.

Scene Description:{anomalous_description}
Anomaly Detection Results: {detection_results}
Violated Rules (if known): {violated_rules}
Specific Changes: {specific_changes}
Classify the anomaly into one of the following
categories:

1. Direct_violation: Clear violation of traffic
control standards (e.g., missing required signs,
improper placement)

2. Subtle_violation: Minor deviations that could
affect perception (e.g., faded markings, partially
obscured signs)

3. Contextual_violation:Context-dependent violations
(e.g., school zone signs without proper timing)

4. Environmental_violation: Environmental conditions
creating perception challenges (e.g., glare,
shadows, weather)

Provide your response in the following JSON format:
{{ ... }}

Listing 3: CLEAR Layer 2 prompt: Classifies detected
anomalies into one of four types (direct, subtle, contextual,
environmental) based on regulatory and visual cues.



You are an expert in autonomous vehicle perception
systems analyzing which specific perception
modules are affected by detected anomalies.

Given the classified anomaly in the following
scenario, determine which perception module(s) are
primarily affected.

Scene Description: {anomalous_description}
Anomaly Classification: {anomaly_classification}
Classification Reasoning: {classification_reasoning}

Perception Modules:
- TSR (Traffic Sign Recognition): Processes and
interprets traffic signs

- ALC (Automated Lane Centering): Detects and tracks
lane markings, road boundaries

- OD (Object Detection): Identifies and tracks
obstacles, vehicles, pedestrians

Analyze which module(s) would be most affected by
this anomaly and provide your response in the
following JSON format: {{ ... }}

Listing 4: CLEAR Layer 3 prompt: attributes anomalies to the
most affected AV perception modules.

A. Dataset Configuration
We curate a dataset of anomalous driving scenes from

an initial pool of 48,022 real-world frames sourced from
nuScenes, Waymo Open, and Argoverse 2. To ensure represen-
tative sampling across diverse driving conditions and dataset
characteristics, we implement a systematic image selection
methodology. Our sampling process operates across three
dataset-specific directories containing pre-filtered images. The
selection algorithm distributes the target sample size roughly
equally across the three datasets, with any remainder allocated
to maintain balance. The final image list is shuffled to elimi-
nate any dataset-specific ordering bias.

Each anomaly is labeled by both its violation type (direct,
subtle, contextual, environmental) and its impact on perception
modules: TSR, ALC, OD. The evaluation dataset consists of
two primary components. For Layer 1 (anomaly detection),
we constructed a balanced set of 11,694 scenes. This includes
5,847 anomalous scenarios generated by MIRAGE paired with
5,847 unmodified scenes randomly sampled from the original
48,022 real-world frames. In contrast, evaluation for Layers 2
and 3 (classification and attribution) operates exclusively on
the 5,847 anomalous scenarios (Table IV), as normal scenes
contain no violations to analyze.

TABLE IV: Distribution of 5,847 annotated anomalies across
violation types and perception modules.

Anomaly Type TSR ALC OD Total

Direct Violation 1,245 892 567 2,704
Subtle Violation 456 1,023 234 1,713
Contextual Violation 234 145 456 835
Environmental Violation 123 234 238 595

Total 2,058 2,294 1,495 5,847

TABLE V: Performance of Layer 1 anomaly detection in
CLEAR, showing high accuracy and reliability.

Metric Value Metric Value

Accuracy 95.2% F1-Score 95.2%
Precision 93.8% Avg. Confidence 0.89
Recall 96.7% Avg. Processing Time 2.3s

B. Model Configuration

To assess reasoning capabilities, we benchmark three LLM
configurations. We used GPT-4o-mini as our primary model
to process textual and visual inputs jointly. We selected GPT-
4o-mini as our primary model to balance reasoning accuracy
with cost-efficiency at scale. This choice aligns with recent
findings that smaller models can match larger ones on struc-
tured reasoning tasks at significantly reduced cost [39]. At
evaluation scale, processing 5,847 anomalous scenes across
three reasoning layers requires 17,541 API calls, making
frontier reasoning models (e.g., GPT-4o, o1) 10–30× more
expensive. We also evaluate Phi-4 and Phi-4-mini, both
optimized for structured reasoning but differing in compu-
tational footprint. All models are run with temperature =
0.7 and top-p = 0.9 to balance determinism and diversity.
Top-p limits the model’s word choices to only the most
likely options whose combined probability reaches the top-
p threshold, filtering out unlikely outputs while still allowing
enough variety to produce natural, well-reasoned responses.

CLEAR integrates intermediate representations such as
keyphrases and structured JSON outputs to link detection,
classification, and attribution. MIRAGE builds upon these
representations to generate compliant outputs aligned with
MUTCD standards, ensuring that each anomaly explanation
is traceable and auditable by regulatory stakeholders.

C. Evaluation Metrics

We use quantitative and qualitative metrics tailored to each
layer of the framework. For Layer 1 (Anomaly Detection), we
use binary classification metrics, including accuracy, precision,
recall, and F1-score. For Layer 2 (Violation Classification), we
assess multiclass performance across four categories: direct,
subtle, contextual, and environmental. Precision and recall are
calculated for each class by treating each violation as positive
with the remaining three as negative. These values are then
averaged across all four categories. For layer 3 (Component
Attribution), we report accuracy based on both the perception
module and violation type to analyze where attribution suc-
ceeds and where overlapping module responsibilities create
ambiguity. For all layers, we evaluate only outputs that pass
both confidence gating and schema validation.

In addition, we assess reasoning quality using four human
evaluated dimensions. Completeness measures whether the
reasoning output includes all required elements specified in
each layer’s prompt template, such as anomaly indicators for
Layer 1, violation justifications for Layer 2, and failure mode
descriptions for Layer 3. We calculate this as the percentage



of responses that contain all mandatory elements. Consistency
evaluates whether the reasoning supports the predicted output
without contradictions, scored as the percentage of reasoning
chains where explanations align with predictions and evidence
supports the conclusions. MUTCD Citation Accuracy (only for
Layers 2 and 3) verifies that regulatory references are correct
and relevant to the scenario, calculated as the ratio of accurate
citations to total citations made. Explanation clarity provides
a qualitative assessment of reasoning comprehensibility, rated
as High, Medium, or Low based on logical flow, appropriate
technical terminology, and absence of ambiguity.

D. Layer 1 Results: Anomaly Detection

CLEAR demonstrates strong performance in detecting
anomalies across a wide variety of driving scenes. As shown
in Table V, the model achieves an overall accuracy of 95.2%,
with a precision of 93.8% and recall of 96.7%.

1 {
2 "scene_id": "waymo_sf_0234",
3 "anomaly_detected": true,
4 "confidence": 0.92,
5 "reasoning": "The scene shows a STOP sign
6 placed at ground level near the intersection,
7 violating MUTCD section 2B.04 which requires
8 proper mounting height of 7 feet.",
9 "anomaly_indicators": ["improper sign

placement", "height violation"]
10 }

Listing 5: Layer 1 output example (waymo sf 0234)

The F1-score of 95.2% confirms the robustness of
CLEAR’s binary detection layer. The system outputs a mean
confidence score of 0.89, suggesting high certainty in its
predictions. Listing 5 illustrates a typical Layer 1 output,
where the model identifies a STOP sign height violation with
92% confidence and provides specific regulatory justification
citing MUTCD section 2B.04. While Layer 1 achieves a strong
detection accuracy, this is not the primary contribution of
our work. CLEAR’s contribution begins where these existing
methods stop. Layer 1 serves as the entry point to a reasoning
pipeline that provides violation classification in Layer 2 and
component attribution with regulatory justification in Layer 3,
which are capabilities no existing method currently offers.

E. Layer 2 Results: Violation Classification

In the second layer, CLEAR classifies detected anomalies
into four regulatory categories. As summarized in the confu-
sion matrix in Table VI, the system performs best on direct
violations (DV), achieving 69.2% of correct predictions. These
anomalies typically feature clear and explicit rule violations
such as sign placement, which the model identifies with high
fidelity. Overall, Layer-2 multi-class accuracy is 62.3%. We
noted that most residual errors arise in context-dependent
cases, such as temporary work or legacy sign designs.

Subtle violations (SV), including occluded signage, are also
reliably classified, with 61.3% of correct predictions, showing
the model’s capability to detect safety-relevant degradations.
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Fig. 7: Attribution accuracy across anomaly types and percep-
tion modules: Direct violations yield the highest attribution
performance for TSR modules (84%). In contrast, environ-
mental anomalies are more ambiguous and affect multiple
modules, leading to the lowest per-module accuracy.

Contextual violations (CV) show moderate performance,
with 54.6% of correctly classified cases. These often involve
conditional reasoning, such as temporal signage (e.g., school
zones) that depends on time-of-day or traffic context.

Environmental violations (EV), showed the lowest per-
module attribution accuracy (32–40% across individual mod-
ules; 21.7% overall for this violation type; see Figure 7
and Table VII), and the overall Layer-3 accuracy is 41.7%. We
analyze this further in Table VI-F through a Top-2 evaluation
and confidence distribution analysis. Environmental anomalies
create diffuse, multi-modal effects that violate the single-
point-of-failure assumption underlying component attribution.
Fog simultaneously degrades TSR’s contrast sensitivity, ALC’s
edge detection, and OD’s depth estimation, making ”primary”
attribution difficult. Unlike direct violations with explicit
MUTCD specifications (e.g., ”Stop signs shall be octagonal”),
environmental conditions lack precise regulatory definitions.
MUTCD provides only high-level guidance like ”maintain
visibility,” without quantitative thresholds for fog density or
glare intensity. This gap between environmental physics and
regulatory language prevents effective alignment. Moreover,
environmental factors such as fog, glare and shadows, simul-
taneously affect all perception modules, making single-module
attribution inherently ambiguous.

TABLE VI: Layer-2 Classification: Normalized Confusion
Matrix.

Actual

Predicted DV SV CV EV

DV 1.0 (823) 0.29 (245) 0.10 (89) 0.03 (32)
SV 0.22 (156) 1.0 (687) 0.34 (234) 0.06 (45)
CV 0.09 (45) 0.26 (123) 1.0 (456) 0.19 (89)
EV 0.09 (23) 0.19 (45) 0.28 (67) 1.0 (234)



F. Layer 3 Results: Component Attribution

In Layer 3, CLEAR attributes each detected anomaly to
one or more perception modules. Figure 7 illustrates attribu-
tion accuracy across modules and violation types. Attribution
accuracy correlates strongly with how clearly a violation maps
to a single module. Each module achieves its best accuracy on
their specific violation type: Traffic Sign Recognition (TSR)
reaches 84% on direct violations, where sign-related rules
map unambiguously to sign recognition; Automated Lane
Centering (ALC) reaches 75% on subtle violations, where
lane degradation falls within its primary scope; and Object
Detection (OD) hits 60% on contextual violations, where
dynamic environmental elements align with object detection.

Accuracy typically declines when violations cross module
boundaries. For instance, a faded stop sign involves both TSR
for sign readability and ALC for intersection context, creating
ambiguity that reduces TSR’s accuracy to 58% in these cases.
Environmental violations represent the most difficult category
because they affect more than one module simultaneously.

Direct violations (DV) show the strongest attribution sig-
nals, with 84% accuracy for TSR, 70% for ALC, and 55%
for OD. These violations are typically unambiguous and well-
mapped to regulatory rules, making them easier to attribute.
Subtle violations (SV) show strong attribution to ALC (75%)
due to sensitivity to lane degradation. TSR performs moder-
ately (58%), while OD yields a lower attribution rate of 37%.
Contextual violations (CV) are best attributed to OD (60%),
consistent with its role in handling dynamic objects. TSR
and ALC underperform (42% and 35%), reflecting difficulty
in mapping contextual rules to fixed infrastructure. Environ-
mental violations (EV) remain the hardest to localize, with
accuracy ranging from 32% (TSR) to 40% (ALC). These often
impact multiple subsystems simultaneously.
Ranked Attribution and Confidence Analysis. The strict
Top-1 evaluation penalizes scenarios where multiple modules
are affected. To better characterize attribution behavior, we
extended the Layer 3 JSON schema to produce a ranked list
of affected modules with confidence scores rather than a single
primary module. This enables two complementary analyses: a
Top-2 accuracy metric, where a prediction is correct if the
ground-truth module appears among the two highest-ranked
outputs, and a per-module confidence distribution summarized

TABLE VII: Top-2 Attribution Accuracy. Comparison of strict
single-module (Top-1) and relaxed (Top-2) attribution accu-
racy across violation types. Recovery indicates the percentage
of Top-1 errors corrected by allowing a second-ranked module.

Violation Type Top-1 (%) Top-2 (%) Recovery (%)

Direct 69.7 83.2 45.2
Subtle 56.7 78.4 50.1
Contextual 52.2 78.8 55.8
Environmental 21.7 75.0 68.1
Overall 41.7 74.6 56.4
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Fig. 8: Per-module confidence distribution across violation
types. Each bar shows the mean confidence CLEAR assigns to
TSR, ALC, and OD. Normalized entropy (H) is annotated to
the right: values near 1.0 indicate uniform confidence across all
modules (multi-module impact), while lower values indicate
concentration on a single module.

by normalized Shannon entropy (H). Entropy of 1.0 indicates
perfectly uniform confidence across all three modules, while
values near 0.0 indicate concentration on a single module.

Table VII shows Top-2 results. Overall accuracy rises from
41.7% to 74.6%. The recovery column measures what fraction
of Top-1 errors are corrected by allowing a second candidate.
For environmental violations, 68.1% of previously incorrect
cases become correct under Top-2, meaning CLEAR typically
ranked the correct module second. Since only three modules
exist, random Top-2 selection would achieve 66.7%. To show
that CLEAR’s performance is not simply a consequence of
this, we analyze the confidence scores across modules.

While Figure 7 reports attribution accuracy (whether the
Top-1 prediction matched ground truth), Figure 8 shows
the mean confidence CLEAR assigns to TSR, ALC, and OD
for each violation type, with normalized entropy annotated.
For direct violations, confidence concentrates on one module
(H=0.78) and recovery is low (45.2%). For environmental
violations, confidence is near-uniform (H=0.98) and recovery
is high (68.1%). This shows that if the model were assigning
confidence arbitrarily, entropy and recovery would be uniform
across violation types. Instead, they co-vary systematically:
high entropy predicts high recovery, and low entropy predicts
low recovery. This confirms that CLEAR distributes confi-
dence based on genuine multi-module impact, not random
selection. The near-uniform confidence for environmental vi-
olations signals system-wide degradation rather than a single-
module fault, which is the correct characterization of how fog,
glare, or heavy rain degrade AV perception.
Reasoning Quality Analysis. We conduct a manual evaluation
of 50 randomly sampled outputs per layer (150 total across all
three layers) [40]. Each sample is scored on three dimensions:



completeness, the rationale addresses every reasoning element
required by the layer prompt, such as hazard identification,
rule invocation, and module responsibility; consistency, the
rationale is internally coherent and matches the final predic-
tion or attribution; and regulatory citation accuracy, MUTCD
references are correct, including part or section numbers and
applicability to the scene. Completeness and consistency of
reasoning decrease from Layer 1 through Layer 3, see Ta-
ble VIII, reflecting increasing complexity in justifying module-
level attribution as scenarios grow more complex and intro-
duce cross-module dependencies. Our results show that while
Phi-4-mini offers the fastest inference, GPT-4o-mini
provides better accuracy-efficiency tradeoffs for component-
level attribution. Regulatory citation accuracy remains strong
overall, with the highest performance observed in Layer 2.

VII. DISCUSSION

Our evaluation yields several insights into component-level
anomaly attribution in AV perception systems:
Hierarchical Complexity. As shown in Figure 9, the perfor-
mance under strict single-module evaluation declines across
layers (95.2% → 62.3% → 41.7%), reflecting the increasing
difficulty of transitioning from binary detection to attribution.
However, our Top-2 Analysis ( Table VII) shows that much
of this decline stems from multi-module ambiguity rather
than reasoning failure, with attribution rising to 74.6% when
allowing a second-ranked module. The remaining gap reflects
the genuine complexity of isolating a single affected module
when violations cross component boundaries.
Impact of Anomaly Type. Attribution accuracy is highly sen-
sitive to the type of anomaly. Direct violations yield the highest
accuracy (84%) for TSR, whereas environmental violations are
the most challenging (32%), due to their diffuse and multi-
modal impact. Our Top-2 evaluation and confidence analysis
( Table VII, Figure 8) quantify this observation. As shown in
Section VI-F, the correlation between confidence entropy and
Top-2 recovery confirms that apparent misattributions reflect
genuine multi-module impact rather than reasoning failure.
Reasoning Transparency. Explicit reasoning chains offer
interpretability benefits beyond raw performance. For example,
misattributions such as assigning lane-marking anomalies to
OD instead of ALC, often stem from ambiguous boundary
definitions between components. These explanations surface
latent failure modes, guiding debugging and system design.

Beyond core performance metrics, CLEAR provides several
practical advantages over traditional detection frameworks:
Regulatory Alignment. With 78.6% accuracy in citing rele-
vant MUTCD regulations, the system demonstrates promising
alignment with traffic safety standards. This suggests potential
for regulatory-auditable AI outputs.
Diagnostic Utility. Even when misattribution occurs, per-
module confidence scores reveal which components share
exposure to the anomaly. For example, a TSR failure caused
by an occluded sign may be misattributed to OD. This happens
because both modules are affected by the same upstream signal

Layer 1
Anomaly Detection 95.2%

Layer 2
Classification

62.3%

Layer 3
Attribution

41.7 %

Fig. 9: Cascading performance across CLEAR’s layers under
strict single-module evaluation.

(poor visibility of the sign), and the confidence distribution
reflects this shared exposure.

A. Limitations

Deployment Feasibility. The average processing time of
3.1 seconds per scene positions CLEAR for offline forensic
workflows rather than real-time intervention. This focus aligns
with its intended deployment in post-incident analysis where
investigators review recorded data, validation pipelines for
auditing perception behavior, and safety audits where regu-
lators verify compliance. In these contexts, thoroughness and
interpretability are more critical than immediate latency.
Attribution Granularity. Our default evaluation uses single-
label attribution, which forces environmental anomalies into
a single module despite their multi-modal impact. As shown
in Table VI-F, the correlation between confidence entropy
and Top-2 recovery (Figure 8) demonstrates that CLEAR
ranks modules based on genuine evidence of impact rather
than arbitrary selection. Nevertheless, the limitation remains:
modern OD architectures are trained end-to-end, creating en-
tangled representations where sub-module boundaries become
semantically blurred, making isolated attribution difficult.
Structured Output Reliability. While reasoning and attribu-
tion outputs, are typically correct, deviations from the speci-
fied format complicate automated evaluation and downstream
integration. This structured output reliability issue affects
approximately 15% of responses across all reasoning layers,
manifesting as incomplete JSON objects, missing required
fields, or extraneous text outside the schema boundaries. To
mitigate this, CLEAR employs a JSON schema validation step
after each layer’s output. Malformed responses are automati-
cally re-queried up to three times with the same prompt. This
retry mechanism resolves the majority of formatting issues: of
the 15% requiring at least one retry, fewer than 2% fail all
three attempts. Persistently malformed outputs are flagged for
human review and excluded from automated evaluation.
LLM Limitations. Our approach inherits limitations of cur-
rent LLMs, including hallucinations, overconfidence in uncer-
tain scenarios, and difficulty with counterfactual reasoning.
Regulatory Coverage. Our regulatory grounding is currently
limited to MUTCD standards, restricting applicability to U.S.
traffic scenarios. As the EU AI Act and other international reg-
ulations increasingly demand component-level accountability
for autonomous vehicles, this limitation becomes significant



TABLE VIII: Reasoning quality across three layers based on
manual evaluation of 50 randomly sampled scenarios.

Quality Dimension Layer 1 Layer 2 Layer 3

Completeness 94% 82% 71%
Consistency 91% 76% 68%
MUTCD Citation Accuracy N/A 88% 73%
Explanation Clarity High Medium Medium

for global deployment. However, this constraint is practical
rather than fundamental. The MIRAGE pipeline is jurisdiction
agnostic and can be instantiated with the rule corpus of the
target geography, meaning we could substitute the MUTCD
with the corresponding national or municipal traffic-control
standards, enabling portability beyond the US.

B. Future Work

Current reasoning chains are technically accurate but may
prove challenging for non-technical stakeholders such as reg-
ulators, legal professionals, and insurance adjusters. Future
research could address five key areas.

First, subsequent efforts could focus on developing multi-
level explanations tailored to audience expertise. These might
range from high-level executive summaries for regulators to
detailed technical breakdowns for engineering teams.

Second, there is potential for finer-grained attribution. Our
Top-2 evaluation and per-module confidence analysis represent
a first step toward multi-label attribution. Future iterations
could formalize this into a full probability distribution over
affected modules with calibrated thresholds, rather than the
ranked list currently produced. This would require updat-
ing dataset annotations, modifying the DSL schema to sup-
port weighted outputs, systematic comparison against direct-
prompting and retrieval-augmented baselines to quantify the
contribution of each pipeline component, and adapting the
reasoning pipeline to handle multi-label ground truth.

Third, the development of visualization tools could enhance
interpretability. These interfaces would allow stakeholders to
explore attribution reasoning by navigating from high-level
component identification down to specific evidence chains.

Fourth, establishing standardized explanation formats re-
mains a priority. These formats must align with emerging
international frameworks for regulatory compliance while
maintaining the necessary technical rigor.

Fifth, several pathways exist to reduce the computational
footprint of CLEAR and minimize latency:

1) Knowledge Distillation: The current pipeline relies
on GPT-4o-mini for reasoning. However, CLEAR’s
structured outputs provide high-quality labels for training
smaller, specialized models.

2) Caching and Retrieval: Future systems could cache
scene-rule similarity computations. By using approximate
nearest neighbor search, similar scenes can retrieve pre-
computed attributions. This reduces redundant LLM calls
for recurring scenario patterns.

3) Speculative Execution: Layers 2 and 3 could begin
processing optimistically while Layer 1 computes confi-
dence scores. If the confidence falls below the threshold,
the system discards the results. This approach reduces
effective latency for high-confidence cases.

4) Batched Inference: The current 3.1s latency reflects
sequential API calls. Implementing batched LLM infer-
ence and parallel layer execution could reduce per-scene
latency to under one second.

VIII. CONCLUSION

We presented CLEAR, a novel framework for component-
level explainable anomaly reasoning in autonomous vehicle
perception systems that addresses critical gaps in current AV
safety analysis. Our key contributions include: (1) MIRAGE,
the first dataset generation methodology creating semantically
rich anomalous scenarios with ground-truth attribution by
integrating 48,022 real-world scenes with MUTCD regulatory
knowledge; (2) a three-layer LLM-based reasoning pipeline
achieving 95.2% anomaly detection accuracy, 84% attribution
accuracy for direct violations, and 74.6% overall accuracy
under Top-2 evaluation; (3) interpretable reasoning chains
satisfying regulatory transparency requirements from the EU
AI Act and NHTSA guidelines; and (4) validation that struc-
tured LLMs can provide reliable component-level diagnos-
tics for safety-critical systems. CLEAR addresses increasing
regulatory demands for transparency and accountability as
autonomous vehicles approach widespread deployment. The
framework enables targeted remediation by identifying which
specific perception module (TSR, ALC, or OD) failed and
why, rather than generic system-wide alerts. While envi-
ronmental anomalies remain challenging due to multi-modal
impacts, our approach provides a foundation for systematic
safety analysis and regulatory compliance. CLEAR repre-
sents the first integrated system unifying detection, attribution,
explainability, and regulatory compliance for AV perception
diagnostics. Beyond autonomous vehicles, our methodology
for combining regulatory knowledge with LLM-based reason-
ing has applications in safety-critical AI systems including
medical devices and aviation. As AI systems become in-
creasingly integrated into safety-critical applications, CLEAR
establishes a new paradigm for explainable AI that builds
public trust through systematic understanding of failure modes
and targeted corrective action.
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