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Abstract— As the advent of autonomous vehicle (AV) technol-
ogy revolutionizes transportation, it simultaneously introduces
new vulnerabilities to cyber-attacks, posing significant chal-
lenges to vehicle safety and security. The complexity of these
systems, coupled with their increasing reliance on advanced
computer vision and machine learning algorithms, makes them
susceptible to sophisticated AV attacks. This paper explores the
potential of Large Multimodal Models (LMMs) in identifying
Natural Denoising Diffusion (NDD) attacks on traffic signs.
Our comparative analysis show the superior performance of
LMMs in detecting NDD samples with an average accuracy
of 82.52% across the selected models compared to 37.75% for
state-of-the-art deep learning models. We further discuss the
integration of LMMs within the resource-constrained compu-
tational environments to mimic typical autonomous vehicles and
assess their practicality through latency benchmarks. Results
show substantial superiority of GPT models in achieving lower
latency, down to 4.5 seconds per image for both computation
time and network latency (RTT), suggesting a viable path
towards real-world deployability. Lastly, we extend our analysis
to LMMs’ applicability against a wider spectrum of AV attacks,
particularly focusing on the Automated Lane Centering sys-
tems, emphasizing the potential of LMMs to enhance vehicular
cybersecurity.

I. INTRODUCTION

In the past few years, autonomous vehicle (AV) systems
witnessed great success of deep neural networks (DNN5s) in a
variety of computer vision tasks, such as image classification,
object detection, etc. These advanced models have become
increasingly robust against a multitude of AV attacks. For
instance, techniques that use shadows [1] or stickers [2] to
deceive traffic sign detection systems in autonomous vehicles
have been effectively countered by the enhanced capabilities
of DNNs [3]. The evolution of DNNs has improved traffic
sign recognition accuracy, significantly boosting autonomous
vehicles’ safety and efficiency.

However, with the advancement of diffusion models in
image generation, they reveal new vulnerabilities that could
be a challenge for the robust detection capabilities of the
existing DNN models [4]. For example, innovations, such as
OpenAl’'s DALL-E [5], Adobe Firefly [6], and the VQ-GAN
+ CLIP [7] combination have redefined image generation,
seamlessly converting text descriptions into detailed, pho-
torealistic images. Images from these models pose a threat
to AV systems, especially with Natural Denoising Diffusion
(NDD) attacks [8], a new cybersecurity challenge for AVs.
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Fig. 1. The victim’s car is approaching a pole in front of the attacker’s store
with an adversarial traffic sign depicting the word 'HI!’. In our experiments,
this sign has been classified as a stop sign by ResNeXt with a confidence
score of 95%.

Attackers can use diffusion models to create images that,
while not actual traffic signs, deceive AV perception systems’
DNNs into recognizing them as real traffic signs. Since it
is illegal to use, alter, or replicate official traffic signs [9],
attackers can use NDD attacks to manipulate AV behavior
without legal risks associated with physically tampering or
using authentic road signs. An attacker could generate a
fake Stop sign, visually distinct yet recognized by an AV’s
perception system, avoiding law enforcement attention but
potentially causing the AV to stop unexpectedly, leading to
confusion or accidents.

The advent of Large Language Models (LLMs) marks
a significant milestone in Artificial Intelligence and Large
Multimodal Models (LMMs) [10], [11] expand the capa-
bilities of LLMs by incorporating visual signals. LMMs
excel not only in handling and generating substantial textual-
only tasks, but also demonstrate impressive performance in
various multimodal tasks, such as video recommendations
and image understanding [12], amongst others. This paper
presents an in-depth analysis of the robustness of LMMs
against NDD attacks and their integration into AV sys-
tems. Given the success of generative pretraining in vision-
language modeling, we use combined visual and textual data
such as multimodal GPT-4V [13] and LLaVA [14]. This
paper further discusses how the use of instruction tuning in
LMMs was instrumental in identifying NDD attack sample
images. In summary, we make the following contributions:

e« We conduct comprehensive evaluation of large mul-
timodal models (LMMs) in identifying traffic signs
compromised by NDD attacks. Our findings show that
LMMs, such as GPT-4V and Google Bard showed
accuracies of 84.06% and 85.42% respectively, outper-



forming state-of-the-arts models such as ResNeXt and
MobileNet, which had much lower accuracies (below
18.67%). [[]

o We integrate LMMs into constrained computing envi-
ronments, which are common in AVs, to demonstrate
their potential feasibility in real-world scenarios. Our
results illustrate that the latency was significantly high
when these models were run locally. Conversely, server-
run models like GPT-4V reduced latency to about 4.5
seconds, enhancing their practicality in AV systems.

o We expand the usage of LMMs’ defensive capabilities
against other AV attacks beyond traffic sign detection.
We evaluate the effectiveness of LMMs in detecting
road markings in the presence of adversarial patches
in Automated Lane Centering (ALC) systems.

II. RELATED WORK

Mao et al. [15] introduced a novel approach to autonomous
driving by integrating OpenAI’s GPT-3.5 model into a ve-
hicle’s motion planner. By treating motion planning as a
language modeling problem and using language tokens for
input and output, the study effectively transforms the GPT
model into a planner that can also explain its decisions in
natural language. Successful experiments on the nuScenes
dataset showcase the approach’s effectiveness and inter-
pretability, highlighting its potential to enhance autonomous
driving with advanced language model capabilities. Yang et
al. [16] discussed using LLMs to enhance human-centric
autonomous systems for interpreting user commands, focus-
ing on complex and emergency scenarios in autonomous
vehicles. It investigates various LLMs’ efficacy and prompt
designs in a few-shot multivariate binary classification. The
findings confirm LLMs’ general capability to comprehend
and logically process prompts.

Chen et al. [17] show that LMMs are utilized in au-
tonomous driving for enhancing context understanding and
decision-making through a novel object-level multimodal
architecture that merges vectorized modalities with pre-
trained language models. Zarza et al. [18] show improved
traffic accident prediction using deep learning and introduce
real-time interventions with compact large language models,
enhancing autonomous driving systems for safer smart city
planning. Our exploration of LMMs in the realm of AVs
marks a significant advancement in automotive technology.

A. Threat Model

An attacker can get the same Traffic Sign Recognition
(TSR) module as in the victim’s vehicle to comprehend its
implementation fully. This can involve buying or leasing the
same car model as the victim’s and then reverse engineering
it, a method proven feasible with Tesla’s Autopilot [19].
Additionally, it’s worth noting that some TSR module al-
gorithms used in production are open-source [20]. Using
the white-box knowledge, the attacker creates and places an
adversarial traffic sign with the text ’HI!” on a pole across

IThe implementations codes of this work and generated dataset are
available at https://githubicom/moaldeen/LMM_on_AV.

from their store, as illustrated in Figure m The victim’s
vehicle which is headed towards the store will recognize the
fake traffic sign as a stop sign and come to a halt.

The goal of the adversary is to minimize the obviousness
of the generated traffic sign to increase stealthiness. To
achieve this, context-aware adversarial example generation
is recommended. For instance, the adversary might want to
install an adversarial traffic sign resembling the image of
a vegetable near a grocery store. We assume the attacker
exclusively targets the TSR module using Al-generated signs,
without considering patches or alternative threats.

III. DATASETS AND MODELS
A. Dataset

To systematically assess the effectiveness of LMMs in
identifying these NDD samples as adversarial, we first use
the Adobe Firefly diffusion model [6] to generate a small-
scale dataset containing NDD adversarial examples. We used
text prompts aimed to disrupt the fundamental properties that
humans typically use to identify these signs. For example, we
focused on altering the most important visuals of traffic signs,
changing their shape, texture, and color. These elements
are crucial for how objects are typically recognized, as
emphasized in existing research [21]. To generate a diverse
set of samples, we created combinations such as altering
both shape and text, shape and pattern, alongside other
combinations, as depicted in Table [l Subsequently, two of
the authors filtered the dataset manually to ensure that the
generated images do not reflect actual traffic signs.

The generated dataset features images of four common
traffic signs from the German Traffic Sign Recognition
Benchmark (GTSRB) [22], namely no entry [2a, priority
road b} stop sign and yield [2d| 40 variations were
generated from each of the 4 real signs, resulting in a
total of 160 signs. Each sign was changed in 4 features,
resulting in 10 variations for each feature. We validated
the adversarial effectiveness of our NDD dataset by testing
with the ResNeXt model, including only images predicted
as traffic signs with over 80% confidence, to assess the risk
of NDD attacks misleading autonomous driving systems.
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(a) No Entry  (b) Priority Sign (d) Yield Sign

Fig. 2. The Selected Traffic Signs

(c) Stop Sign

B. Models

To thoroughly evaluate the generated NDD dataset, we
employed a different set of models. Our selection includes
state-of-the-art models from conventional deep neural net-
works paradigms, such as pre-trained ResNeXt model that
had been trained on GTSRB dataset [23], and manually
trained MobileNet [24], VGG16 [25], YOLOVS [26], serving
as a baseline for our comparisons. On the other hand,
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